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(57) Abstract 

A digital signature system using a public key code method in which the 
management of a private key is easy and the convenience is enhanced. A dynamic 
signature encryption key management unit (16) obtains registered dynamic signature 
data and a private key from a management database (12) in accordance with an "ID" 
transmitted from a user. The registered dynamic signature data and authentication 
dynamic signature data transmitted from the user are collated with each other by a 
dynamic signature collation unit (14). If both the data are judged to be identical, the 
dynamic signature encryption key management unit (16) supplies message data 
transmitted from the user and the private key to an encryption calculation unit (18), 
which transmits the message data etc. encrypted by the private key to the dynamic 
signature encryption key management unit (16). The dynamic signature encryption key 
management unit (16) transmits the message data etc. which are encrypted, i.e. signed, 
back to the user. It is not necessary for the users to manage their own private keys by 
themselves, so that a digital signature system significantly convenient can be obtained. 
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BASIC-ABSTRACT: 

NOVELTY - A digital signature server has a dynamic signature encryption key 
management unit which obtains registered dynamic signature data and a private 
key from a management database in accordance with an ID transmitted from a 
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user. The registered dynamic signature data and authentication dynamic 
signature data transmitted from the user are collated with each other by a 
dynamic signature collation unit. If both the data are judged to be identical, the 
key management unit supplies message data transmitted from the user and the 
private key to an encryption calculation unit, which transmits the message data 
etc. encrypted by the private key to the key management unit which transmits 
the message data etc. which are encrypted, i.e. signed, back to the user. 

DETAILED DESCRIPTION - An INDEPENDENT CLAIM is included for a digital 
signature generating method. 

USE - For data encryption. 

ADVANTAGE - It is not necessary for the users to manage their own private 
keys by themselves, thus is more convenient. 
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